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Chapter 1

Introduction
1.1. Presentation

Environmental noise can be defined as “all unwanted or harmful outdoor sound
created by human activities”. Nowadays, this is a serious issue in all nations
throughout the world. As such, there are some issues regarding lack of information
and non-transparent situations that need solving.

The Mobile Environmental Noise Protection System is a distributed smartphone
based system to protect citizens from illegal noise emissions.

The initial project includes a set of inexpensive and easy to use monitoring
boxes that fulfill the legal requirements imposed to noise measuring equipment.
These boxes send data to a server that stores and analyses it and the results are
displayed to the users through a web page and an Android compatible application.

Our team is responsible for the development of the web page and the Android

application.

1.2. Document structure

This document is structured as follows:

* Introduction: brief explanation about the project, the document and his
structure;

» Project General Description: explanation about the project;

» Implemented Project Requirements: definition of the user-oriented
system requirements;

» Database Specifications: description of the database using an entity-
relationship model;

» Use cases implementation: description of the website and Android
application structure and implemented use cases;

» Technologies Used: identification of the technologies used to develop the
project.

 Android Application: description of the Android application
functionalities.
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Chapter 2

The Project
2.1. Project General Description

The Mobile Environmental Noise Protection System aims to provide a fast
interface between city halls that publish licenses for noisy activities, citizens that
consult this information and occasionally may want to report noise related incidents,
and public authorities that must ensure that legal noise limits are being met. This
integrated solution optimizes the response time of authorities to the requests and
reports of the population.

The system is divided in three subsystems, corresponding to the three groups
presented in figure 1.

Group 1
r 1
G oup SETEC Noise
| )> ¥ Monitor
SETEC Noise G 1
Monit
onter \ Noise Source rOUP
= Licenses
~ information
N
N
AN » SETEC Noise
% ¥ Monitor
\ Noise
Q \\records
Group 3
e >, Internet -
\
Public \\
Authorities N \
3 Crowdsourcing G 3
Alarms \ Platform * roup
\ Problem—" Information
Group 3 \ v & reports
Licenses SETEC Noise Citizens
Town Hall —Information—> Protection \
Server Alarms
Group 2

Figure 1. Overall System Architecture

In this figure a schematic view of the entire system can be shown, enabling a
quick understanding of all the system’s players - from the measuring boxes to the
user interfaces.
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2.2. G3 - Crowdsourcing and User Interfaces

2.2.1. Tasks

» Design and implement all user interfaces:
o C(itizens;
o City Hall;
0 Authorities;
0 Administrator.
* Implement an integrated crowdsourcing platform:
o Geotag incident reports from users;
o0 Give feedback to users;
0 Produce incident listings.

2.2.2. User Descriptions and Needs

2.2.2.1. Citizens

This is the most common type of user. Once registered, the general population
can report incidents of disturbance in the noise levels via either the system’s
webpage or the Android application. Citizens can also view and edit their own
incident reports and consult the feedback associated, consult the map of noise
measurements and permits.

2.2.2.2. Law Enforcement

Once authenticated, law enforcement is able to create new reports, view all the
reports from other users and check the measurements taken by the boxes, in order
to keep public order. Law enforcement is also notified whenever a box registers a
noise level that is considered illegal according to the law.

2.2.2.3. City Hall

Once authenticated, the City Hall can not only view noise heat maps and every
incident reported but also submit licenses and request noise measurements.
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2.2.2.4. Admin

Only the Admin can create and delete high-level accounts for Authority and City
Hall users. He can also choose and change the G2 server in use.

10
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Chapter 3

Implemented Project Requirements
3.1. Marketing Requirements

This section presents a list of user-oriented requirements or, in other words, a
list of users’ needs satisfied by the M.E.N.P.S.

3.1.1. Functional Marketing Requirements

FMO1 - The system must allow the registration of different types of users.

FMO2 - The system must allow user authentication.

FMO3 - The system should allow the consult of a generic noise heat map.

FM04 - The system must allow the consult of reported incidents.

FMO5 - The system must allow incident reports.

FMO6 - The system must provide feedback to the incident reports published
whenever a measurement is done.

FMO7 - The system must allow the input and consultation of licenses for planned
noisy activities.

FMO8 - The system must allow noise measurement requests.

3.1. Engineering Requirements

Engineering Requirements Justification

The system will sanitize the user input To protect the server from text input
attacks and SQL injections

The system must automatically manage To guarantee data confidentiality and

user permissions according to their type access control

and login

The system should use encryption for To be secure

the most sensitive data

The system should use appropriate To promote user inclusion
colors and contrast

The programming should be organized  To allow the system to be easily
in well-defined classes updatable

Table 1. Engineering requirements
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Database Specifications

4.1

Database Technology
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The system’s database was implemented in MySQL, and contains all the

information provided by and displayed to the users (excluding permit information,

which is stored by G2). It also stores the noise measurements received from G2.

The following diagram represents the architecture and connections that exist

between the database’s tables. The tables are named after the main entities:

types, reports, measurements and server choices.

(report

id int(11)

subject varchar(255)

description varchar(255)

location_lat varchar(255)

location_lon varchar(255)

address varchar(255)

date timestamp

status varchar(255)

photo varchar(255)

feedback varchar(255)

[ citizen

— id int(11)

username varchar(255)

password varchar(255)

email varchar(255)

name varchar(255)

document_id varchar(255)

address varchar(255)

user

[ measurement

phone varchar(255)

id int(11)

photo varchar(255)

latitude varchar(255)

last_login timestamp

longitude varchar(255)

time timestamp

average int(11)

max int(11)

radius int(11)

type varchar(30)

infringing tinyint(1) UNIQUE(username)
edit_date timestamp citvhall
id_cit int(11) - c"t:_a
id_auth int(11) — o N
g username varchar(255)
password varchar(255)
name varchar(255)
r = N email varchar(255)
authority > —
ne varcha
id int(11) — ph° e - ';55)
oto varcha
police_station varchar(255) |p T v_ 5 4 : )
as n timestam
badge int(11) ogin ¥ P
UNIQUE(username)
username varchar(255)
password varchar(255) ([ admin
name varchar(255) id int(11)

phone varchar(255)

username varchar(255)

permit int(11)

[ server

id int(11)

name varchar(255)

address varchar(255)

username varchar(255)

password varchar(255)

inuse tinyint(1)

email varchar(255)

password varchar(255)

photo varchar(255)

name varchar(255)

last_login timestamp

email varchar(255)

UNIQUE(badge)

last_login timestamp

UNIQUE(username)

UNIQUE(usermame)

UNIQUE(username)

Figure 2. Database Entity-Relationship Model
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Chapter 5

Use Cases Implementation

M.E.N.P. System - Visitor

UCO01 Create
Citizen
Account

UCO06
/ Login
UCO08 View
Visitor \

noise heat
map

UCO09 View
reported
incidents map

Figure 3. Visitor Use Cases
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M.E.N.P. System - Citizen

UC02 Edit
own account

UCO08 View
noise heat
map

UCO09 View
reported
incidents map

uc10
Report
incident

uci12
Access own
Report Details

UC13 Edit

ZINN

incident report

UC14 Delete
incident report

UC15 Access
incident report
feedback

ucas
View
notifications' list

UC22 View
noise permits

ucas
Recover
password

Figure 4. Citizen Use Cases
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M.E.N.P. System - Authority

uco2
Edit own
account

UCO08 View
noise heat
map

UCO09 View

reported
incidents map

ucC10
Report
incident

the details of
all reports

own Report
Details

Edit incident
report

uCi4

NS

Authority

/i

/

Delete incident
report

UC15 Access
incident report

UC16 Access
list of noise level
infringement

Infringements
map

Infringement
details

uC2s5
View
notifications' list

UC20 View
noise permits

ucas
Recover
password

Figure 5. Authority Use Cases
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M.E.N.P. System - City Hall

uco2
Edit own
account

ucos
View noise
heat map

UCO09 View
reported
incidents map

UC11 Access
the details of all
reports

UC14 Delete
incident report

UC15 Access
incident report

N

feedback
UC16 Access list

of noise level
infringement

UC19 Insert
noise permits
UC21 Delete
noise permits

UC23 Request
noise
measurement

uC20
Edit noise

C22 View
noise
permits

ucas
Recover
password

uc2s
View
notifications' list

UC24 Change
report's status

Figure 6. City Hall Use Cases
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M.E.N.P. System - Admin

UCO03 Delete
Citizen
account

UCO04 Create
special account

UCO05 Delete
special account

/1IN

uco7
Logout

ucos
View noise
heat map

UCO09 View

uC26 reported
Change incidents map
G2 server

ucas
Recover
password

uca7
Edit G2 server
details

Figure 7. Administrator Use Cases
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5.1 Technical implementation

UCO1 - Create Citizen Account

When creating a new account, all information inserted by the user is validated on
input using JavaScript. The username is unique in all the database and cannot be
used by any other type o user. The password must have at least 6 characters and is
encrypted with sha512, which is much more secure than MD5. The email must be in
the format user@server.TLD. The telephone number is validated using current

standards. The user can also upload a profile picture or, if he chooses not to, a
default picture will be used.

Create new Account

Name: ID Number:

Username (cannot be changed):* Address:

Email:* Phone:

wrong J wrong J
Not a valid e-mail address Invalid telephone number. Characters permitted are digits, space ()- and leading +

Password:* Photo:

eoe J Choose File |No file chosen

Password too short. Please use more than 6 characters

Confirm Password:* *Required Fields

J

Figure 8. Create Citizen Account
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UCO2 - Edit own Account

All registered users can edit their own account by clicking their name on the top of

each page.

Edit Account
Py Change Password (only fill if password change is wanted)
Old Password: *
( J
\ New Password:*
Confirm Password: *
Change Photo: J

[ Browse.. |

Username (cannot be changed):

citizen

Name:

Citizen J
Email: *

citizen@fe.up.pt J

Phone Number:

223456789 J
ID Number:

12345678 J
Address:

Street 1 J

Figure 9. Edit own Account

19
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UCO4 - Create Special Account

Only the Admin can create City Hall and Authority accounts. The special account
creation page provides the same input validation methods described in UCO1.

g

MENPS

Mobite Environment Noise Protection System

Edit Account

Avatar Change Password (only fill if password change is wanted)

Old Password: *

Change Photo: J

[ Browse.. |

Username (cannot be changed):

cityhall

Name:

Cityhall J
Email: *

mail@mail.mail J

Phone Number

©2012/2013

Figure 10. Create Special Account

UCO8 - View noise heat map

All users can view a noise heat map of the city. This map is created from the
triangulated noise measurements provided by G2. For colorblind users, a difference
color scheme can be viewed by pressing a single button.

MENPS

Mobile Environment Noise Protection System

Bougas N1d]

Santegéo wn

de Cima Hdeia i3] Campainha Map | Sateliite
~ Quinta da 48 Baixo Ports
¢ »pugas Senhora  Viso de aDeke < (3] a
nosw Baixo = da Hora Cima Quinta ;’“‘A Cirey, R
‘Quinta do doRocha _ 5| i
Monstate Monte de g Regadas !
O, Burgos < . Currais Carreira g
@i v.‘? Yaho Senhora Baimo 3 i
{ 8 o Porto do Amial *_ paranhy Cavada
' Presas dos
2 Carris Nova A,
+| Ramalde ey =] Repeiso Montezelo
a
(€11 (5 Cabanas
Vilarinha 4 Fanzeres
ic23 § S. Ro )
Av g que o,
| Boavisy, daco, LiP1 | da Lameira
x| o Bl o a
L3 | Boavisyy Manariz Belavista
Il $
Baimo Gomes (a1} it z 2 =3
da Costa Cedofet & Godim Campanha {ic29 |
a [Ad3 )
FDOOIL:: Granja Vila Med BSnjoia [A43] Vilar
de Baixo a
(-] Clérigos  Vitéria Noeda
- a Lagoa
edro
I da Afurada Santa g7 [Nice] Quintela —
HOOQIC Marinh; > [N208] =
SOVR ° gkt & oo e 1209] \ap gata €204 Google - Terms of Use Report a map error
[ Press if colourblind |
©2012/2013

Figure 11. View noise heat map
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UCO9 - View reported incidents map

All users can see the location and basic description of reported incidents. This map
distinguishes from the own user reports (in green) and all other users’ (in red). The
user can also access the full details of their own reports via a link.

- w nza —
iy % Garng

> oo e Mapa | Satete
Valverde v
Lic23 ] . o,
fo& 2] campinas . o
&W Pinheiro @ “ Contumil o
Manso S. Roque
=1 Rua 9 Consay, o] da Lameira
Avddl Ru s
L1 = @ €928 Monz Rua g Ant
Constiyicg,, s o Cerco do Porto
m
Lameira
o) e ' o ]
C Parque e Jardim BoaVista  Tit|e: Noise at night Poc, Rua &
o Parne o A Bongy itle: Noise at nig et =
Semraives Porto Date: 2013-02-1523:14:00 £ S ey AR
0 Gome} Porl f orvjera
ik Av. 25 de Abril
2Cosa ] View Report I Camparva
| Rug g, Bockm = Campanha
| ; a
1 | """’Mg,, ool - Vila Med (==
I
‘Arrabida
Bmc""! g3 Sereey o A
Ouro. i : E £/ g () [P | ranja
il Rua do. o - 4
-] o R o s 9 Your reports
o de Cristal do Porto 1611908 Pria CARRY Noeda P
= Mragela - * Rua Hero o Other reports
y c 4 Jardim de &
Q;I)S}gl? 1 00 . 4] S Lazaro L 5455 do mapa ©2013 Googlg- T&mis de Utiizacio Comunicar um erro no mapa

Figure 12. View reported incidents map

UC10 - Report incident

To report an incident, the user should provide a basic title and description. The
current date and time are automatically provided by the system, but can be
changed. The location can be obtained by searching for a specific address or city, by
dragging the marker or choosing to use its own location, which is obtained via the
HTML5 Geolocation feature. The location selected on the map is translated into a
street address, for reference. A photo of the incident can also be uploaded.

Submit a New Report

Select the noise location on the map or search using the location name.

0 .|
2 | satsite |

Report Title

Description

250 characters allowed

Occurred on
Date 2013-02-13 Time [10[=] : [10[=]

Address

Faculdade de Engenharia da Universidade do Porto, 4440-452 Pc

:
sres, ity |

Upload Photo

Choose File | No file chosen

=]

Figure 13. Report incident
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UC12 - Access own report details

According to the information available in the database, the report feedback and
infringing are automatically changed.

View Report
Subject
Noise at night

Description

Very noisy, can't sleep

Address

Praga Parada Leitao 43, 4440-452 Porto, Portugal

Latitude

Status
41.14685306544056
open
Longitude
& Feedback

-8.616376516871696
No feedback available

Date

Infringing
2013-02-15 23:14:00

No data
Photo: :

Edit Date

.

2013-02-15 18:40:46

e AN
1 el e ¥ E dit Report

Figure 14. Access own report details

UC15 - Access incident report feedback

All measurements within 1000m from a reported incident, it is provided as feedback
for that report. A graph for each measurement is also provided, with recorded

maximum and average sound levels for that box.
Feedback

“ Distance to reported incident: 7 - M vax
B 21.91m Average

86

74

® o ® o o® ® O ® O ® O
O 280 1% AT 908 g8 a0 46T 08 ®
© Al 6’\ o " ‘a’\ © " ‘-o'\ o Al ‘-o'\ o Al A

0,L,‘\ S Al S 5 Q’r\ o 5 S Y\ I N\ N A 0,L,’\ "
O W W 0 W T T g oV o

Figure 15. Access incident report feedback
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UC17 - Access infringements map

Infringements information can be viewed on a table and also on a map.

Within this map, users can click each marker to get basic infringement information,

like radius and maximum noise level,
the marker, a red circle appears,

as well as a link to the full details. By clicking
denoting the noise influence area of that

infringement.
rameira oe Lima Alceia N1UD) v g .
| & R oy Quinta da & Baixo Porta | Mapa | Satélite
/ AN Bougas. Senhora  Viso de Amisa gl ) a it \Y
¢ >)  Matosinhos  %BaXC ;e pay daHora  Cima Rio Tinto &
- Alminhas | Montede | Date: 2013-02-15 17:38:43 Regadas £
o Burgos
= ¥ P Ners i Max noise level: 132dB Currais Carreira H
¢ , H
‘ﬁ] o | wrot | Radius: 750m Presas dos / H
‘ dbyory R N ! View Infringment (i} °’¢,DW’ Montezelo
l [of ras
2 iy Cabanas )
!; Cidade do Porto I == S Roque oA, Ay Ca% Fanzeres
g V Boavig, ‘ [Gm ¢ Lameira Cerco do Porto "a
% < fici
il % agos e
Oavisty Falcio Manariz Belavista
Bairro Gomes m by =
da Costa s Godim Campanha é
z
Foz do © Vila Med o] ©n Vilar
s Arrdbida ; Bonjoia
Granja 3 A Bc
de Baixo 3 3 a
Clérigos Vitoria 2
P 2 a < & Lagoa
ek o Quintela
Santa (57
s ® Marinha 4y paive ic23 | Pinhairo AT
Q‘O@;ﬁﬂl&) ~Sad \f g Dados do mapa ©2013.Goggles Termos de Utilizachd! Comunicar um erro no mapa

Figure 16. Access infringements map

UC19 - Insert noise permits

To insert a noise permit, the City Hall

user must select the type of permit, maximum

noise allowed, date range of the permit and at which time noise is allowed. The
permit area is provided by drawing a rectangle on a map. This feature is provided by
Google Maps API. The permit information is stored on both G2 servers.

Submit a New Noise Permit

Permit Type

Construction Work B

Maximum level
90 = dB
Date
Start 2013-02-16 End |2013-02-16
Allowed hours

start [00[¥] : [00[>] £nd [00[¥] : [00[¥]

Permit Location (filled when drawn on map using 0 )
Latitude NE

41.18383264166227

Longitude NE

-8.591757638496347

Latitude SW

41.17071829207766

Longitude SW

-8.617077691596933

Figure 17.

suest, it R

=

Insert noise permits
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UC23 - Request noise measurement

By filling out a noise measurement request, a email is sent. Since this feature was
considered low level and thus not implemented, the email is sent to our own group
account and is never used. If this functionality was to be developed, a proper

communication could easily be set up using REST, as with the permits creation.
Submit a Measurement Request

Select the desired measurement location on the map or search using its name.
Description VA N AL

—

nio 4 | Satelite |
3 M:

250 characters allowed E 7 o =

Date and Time
Date [2013-02-16 Time [00[¥] : [20[+]

Measurement Type

Medium [ﬂ

Short
| Medivn |
Long

i Find location
41.1784247 Street, City J -m

Longitude

-8.5947734

B3

Figure 18. Request noise measurement

UC24 - Change report status

City Hall users can change status of reports in batch, by selecting multiple reports
and choosing the desired action.

List of User Reports

Subject

1 Noise at night 2013-02-15 23:14:00 open No Vitor Araujo View | Delete [

2 Too much noise in 2013-02-15 14:50:00 Yes Citizen View | Delete ¥

3 Noise in FEUP 2013-02-15 14:50:00 No Citizen View | Delete V|

4 Noise at 1221 2013-02-15 11:51:00 open No Auth: Authority View | Delete
| -]
| |

|
=
Figure 19. Change report status
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UC25 - View notifications’ list

Located on top of each page there is a box that shows the number of current
notifications (in the figure below, the number represents the amount of new
infringements for an Authority type user). By clicking the box, a list also provides
other useful system information and direct links to the notification subjects (in the
figure, the user can immediately click the link to see details on infringement number
177). The notifications are updated with every page change, to assure their
relevance.

New reports on the system: 4
New infringements:

Infringement 177
New feedback on my reports: 0

Figure 20. Notification list

UC26 - Change G2 server

The Admin can easily change the G2 server from which information is retrieved.
Nevertheless, permits are always uploaded to both servers.

Change Servers

Please select the desired server:

o G2A
G2B

Figure 21. Change G2 server

25



G3AFR v1.1
February 16 2013

UC28 - Recover password

If any users forgets its password, he can provide his username and a new randomly
generated password will be emailed to him. The old password cannot be recovered,
due to the secure hashing method used (sha512). The username is enough to be used
as identification, because its uniqueness is garanteed in the registration process. The
new password is encrypted and changed in the database, and the user is advised to
change it as soon as possible.

Sign in

[ o] P

Did you forget your password?
m Username:
Recover Password |

Create Account

Figure 22. Recover password
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Chapter 6

Technologies Used
6.1. System-wide technologies

Communication with G2’s server and between the Android Application and the
Website is done using REpresentational State Transfer (REST), a scalable, low
latency, readable and client-server based architecture language. With the purpose of
easing HTTP communication protocols, cURL - a client-side library - was used. In
order to show format diversity, both JSON and XML files were used, JSON for the
measurements and XML for the permits. Our database was SQL based and was
accessed using PHP’s MySQLi extension.

6.2. Website

Based on PHP, the website was built in HTML5, JavaScript and CSS, creating a
powerful synergy that resulted in a fast, easy-to-use platform. Both Maps and Chart
Tools APl by Google were used to display information in a beautiful and intuitive
way.

6.3. Android Application

The Android Application was written in Java using the most recent Google
Android API available.
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Chapter 7
Android Application

The Android application provides interfaces for Citizen and Authority and its
workflow is similar to the website. Interfaces were created according to Android
design guidelines and should provide a familiar environment to this operating
system’s users.

The application also features a noise level meter, which gives the user an
estimation of the noise level around him.
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Chapter 8

Conclusion

Big challenges offer a good possibility for growth. This project was, without a
doubt, a big challenge. Working with people and integrating concepts acquired
throughout an entire course was certainly not easy, several were the obstacles and
roadblocks. This arduous path could not have been crossed without not only this
team’s but all teams’ collaboration and effort.

Defining the project and each team’s role in it took far more than the
stipulated, delaying this complex project from the start. It was not until the middle
of November that coding begun.

Deadline compliance was not this course’s strength. Even though our work was
fairly terminated by the end of the original deadline, it was not until the week
leading to the new deadline that the remaining teams started to catch up, provoking
integration issues.

All in all, SETEC allowed its students the acquisition of skills and know-how that
will without a doubt help in the fast-approaching entrance to the real working
environment.
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